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Milan Gautam
Frontend Developer & Penetration Tester

& gautommilan2024@gmailcom @ Kathmandu, Nepal

PROFESSIONAL SUMMARY

Security researcher and bug bounty hunter specializing in discovering real-world web application
vulnerabilities. I've reported 30+ issues across HackerOne, Intigriti, and Bugcrowd, using both manual testing
and automated reconnaissance to uncover OWASP Top 10 and business logic flaws. | also build secure,
responsive web applications, combining offensive skills with practical development experience.
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REPORTS VULNS WEBSITES YEARS
EXPERIENCE TECHNICAL SKILLS
Frontend Developer 2023 - present  FRONTEND
~ L Co ~F
Freelance & Contract HTML5/CSS Javascript (ES6+) Reactjs
HTMLE/CS883 - React ' JavaScnpt - Bootstrap
. Bootstrap 5 Responsive Design Git/ GitHub
Security Researcher 2024 - Present
HackerOne, Intigriti, Bugcrowd
SECURITY
Web Secunty OWASP - Manual Testing
OWASP Top 10 Penetration Testing
Security Content Writer 2025 - present
Technical Elog & Vulnerability Reports Vulnerability Assessment Bug Bounty Burp Suite
Fechnical writing - Documentation
' Security Headers
EDUCATION
TOOLS
BS in Science 202 - present VS Code Kali Linux Nuclei Chrome DevTools
Tribhuwan University
Postman Nmap
Diploma in Cybersecurity 2024
Udemy

SOFT SKILLS

3 ONLINE PRESENCE

Analytical Thinking Problem Solving
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Q GitHub }glthub_CUr‘nfMllon Gautam Attention to Detail Communication
@ vinkedin  /linkedin.com/Milan ) N
Time Management Self-Motivated Adaptability

& Medium  [medium.com/Milan-Gautam
Team Collaboration

U Hackerone [nhackerone.com/milang

LANGUAGES
CERTIFICATIONS

English professional
@ Advanced Web Development - Sololearn

Nepali Native

@ Cyber Security Fundamentals - Cybrary

@ CompTIAPenTest+ (In Progress) Hindi Fluent



